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N1D Data Protection Addendum
(Last updated June 26, 2026)

Introduction

The parties agree that this N1 Discovery, LLC (“N1D”) Data Protection Addendum (“DPA”),
including the terms as provided for herein (“DPA Terms”) sets forth their obligations with respect
to the processing and security of Client Data and Personal Data in connection with the Services
provided by N1D. This DPA is incorporated by reference into N1D’s Master Services Agreement,
Engagement Agreement(s) and Supplemental Service Request(s). The parties also agree that,
unless a separate data protection document is executed in writing between the parties, this DPA
governs the processing and security of Services and Products provided by N1D.

In the event of any conflict or inconsistency between the DPA Terms and any other terms in N1D’s
Master Services Agreement, Engagement Agreement, Supplemental Service Request or any
other engagement related document, the DPA Terms shall prevail. The provisions of the DPA
Terms supersede any conflicting provision of N1D’s Privacy Policy
(https://n1discovery.com/privacy-policy) that otherwise may apply to processing of Client Data or
Personal Data.

Definitions

Capitalized terms used but not defined in the DPA will have the meaning provided in the
Engagement Agreement. The following terms are used in the DPA:

“Client Data” means all data that is provided to N1D by, or on behalf of, Client or collected by
N1D as part of Services requested by Client.

“Personal Data” means any information relating to an identified or identifiable natural person. An
identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, an online identifier
or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that natural person.

“Products” has the meaning provided in the Engagement Agreement and includes associated
online services and software.

“Services” means the work performed by N1D as defined in the Engagement Agreement’s Initial
Service Request and/or Supplemental Service Request(s).

“Subprocessor’ means other processors used by N1D to process Client Data.

Lower case terms used but not defined in this DPA, such as “personal data breach”, “processing”,
“controller”, “processor”, “profiling”, “personal data”, and “data subject” will have the same

meaning as set forth in Article 4 of the GDPR, irrespective of whether GDPR applies.
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General Terms

Compliance with Laws

N1D will comply with all laws and regulations applicable to its Services and applicable laws and
regulations pursuant to Client Responsibilities in the Engagement Agreement. N1D shall not be
responsible for compliance with any laws or regulations applicable to the Client or Client’s industry
that are not specifically applicable to the Services provided by N1D. N1D does not determine
whether Client Data includes Personal Data or information subject to any specific law or
regulation; such determination is the responsibility of Client. All Security Incidents, as defined
herein, are subject to the Security Incident Notification terms below.

Client must comply with all laws and regulations applicable to their use of N1D Services and
Products, including but not limited to laws and regulations related to biometric data, personally
identifiable information, protected health information, payment card industry information,
confidentiality of communications, data protection requirements, etc. Client is solely responsible
for determining whether the Services and Products are appropriate for storage and processing of
information subject to any specific laws or regulations and for using the Services and Products in
a manner consistent with the Client’s legal and regulatory obligations. Client is responsible for
responding to any request from a third party regarding Client’s use of Services and Products,
such as a request to take down content under the U.S. Digital Millennium Copyright Act or other
applicable laws or regulations.

Government Regulation and Requirements

N1D may modify or terminate a Service, Product or Engagement Agreement (after using
commercially reasonable efforts to avoid termination) in any country or jurisdiction where there is
any current or future government requirement or obligation that (1) subjects N1D to any regulation
or requirement not generally applicable to businesses operating there, (2) presents a hardship, in
N1D’s sole discretion, for N1D to continue operating the Services or Products without
modification, and/or (3) causes N1D to believe, in N1D’s sole discretion, the DPA Terms or the
Services or Products may conflict with any such requirement or obligation. N1D will provide the
Client with written notice via email of any such modification or termination as soon as reasonably
practicable if terminated, N1D will refund any prepaid fees for unused Services or Products on a
pro rata basis.

Limits on Updates

N1D reserves the right to update the DPA from time to time in order to comply with changing
regulations, laws, court orders, or security requirements. Notice of any change will be provided to
clients who have subscribed to N1D’s DPA update notification list. To subscribe to N1D’s DPA
update notifications, opt-in using the form at N1D Notification Sign-Up. The most up to date
version of the DPA, including a change history, will be available on N1D’s website at
https://n1discovery.com/docs/DPF.
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Electronic Notices

N1D may provide Client with information and notices about Services and Products electronically,
including via email, other electronic messaging, through N1D’s portal for online services, and/or
N1D’s official websites. Notice is given as of the date it is made available by N1D.

Data Protection Terms

Scope

The DPA Terms apply to all Services and Products except as described in this section. The DPA
Terms will not apply to any Services or Products specifically identified as excluded in N1D’s
Engagement Agreement(s), Supplemental Services Request(s), or any other engagement/project
documents.

The DPA Terms will not apply to any Products specifically identified as excluded or any Product
that is not directly provided and controlled by N1D.

For clarity, the DPA Terms apply only to the processing of data in environments controlled by N1D
or N1D’s Subprocessors. This includes data sent to N1D or collected by N1D in providing Services
and Products but does not include data that remains on Client’s premises or in any Client-selected
third-party environments or in environments utilized to transmit or transfer data to N1D.

Client is responsible for encrypting data, including but not limited to Personal Data, when sending
or transmitting data to N1D.

Nature of Data Processing; Ownership

N1D will use and otherwise process Client Data and Personal Data only as described and subject
to the following limitations (a) to provide Client the Products and Services in accordance with
Client's documented instructions in the executed Engagement Agreement or Supplemental
Service Request(s), and (b) for business operations incident to provide the Products and Services
to Client. As between the parties, Client retains all right, title, and interest in and to Client Data.
N1D acquires no rights in Client Data, other than the rights Client grants to N1D in this section or
the associated Engagement Agreement. This paragraph does not affect N1D’s rights in software
or services N1D may license to Client.

Processing to Provide Client the Services
For purposes of this DPA, “to provide” Services consists of:

¢ Providing digital forensic consulting, advice, guidance, collection, analysis, reporting and
testimony.

¢ Providing eDiscovery consulting, advice, guidance, collection, processing, production, and
testimony.
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e Providing cybersecurity consulting, planning, advice, guidance, testing, and configuration
validation, including preventing, detecting, investigating, mitigating, or remediation
assistance related to a cybersecurity event, incident, or breach.

e Providing other services as instructed by Client in an executed Engagement Agreement
or Supplemental Service Request.

For purposes of this DPA, “to provide” Products consists of:
e Delivering functional capabilities of a software or tool used by Client and its users.
e Troubleshooting (preventing, detecting, and repairing problems).
o Performing Product updates, within N1D’s direct control, to enhance reliability, efficacy,
quality, and security.

When providing Services and Products, N1D will not use or otherwise process Client Data and
Personal Data for: (a) user profiling, (b) advertising or similar commercial purposes, or (c) market
research aimed at creating new functionalities, services or products or any other purpose, unless
such use or processing is in accordance with Client’'s documented instructions in the Engagement
Agreement, Supplemental Service Request or other engagement-related document.

Processing for Business Operations Incident to Provide the Services and

Products to Client
For purposes of this DPA, “business operations” means the processing operation authorized by
client in this section.

Client authorizes N1D to use de-identified Client Data, such that it cannot reasonably be linked to
any identified or identifiable natural person for the following purposes:

e Billing and account management

e Compensation (e.g. calculating employee commissions and partner incentives)

¢ Internal reporting and business modeling (e.g. forecasting, revenue, capacity planning,
product/service strategy)

o Combatting fraud, cybercrime, or cyber-attacks that may affect N1D or N1D’s Services or
Products

o Improving the core functionality of accessibility, privacy or energy-efficiency

¢ Reporting and compliance with legal obligations (subject to the limitations of disclosure of
Processed Data outlined below).

When processing for these business operations, N1D will apply principles of data minimization
and will not use or otherwise process Client Data or Personal Data for: (a) user profiling, (b)
advertising or similar commercial purposes, or (c) any other purpose, other than for the purposes
set out in this section.
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Disclosure of Processed Data

N1D will not disclose or provide access to any Processed Data except: (1) as Client directs in
writing, (2) as described in this DPA, or (3) as required by law or court order. For purposes of this
section, “Processed Data” means: (a) Client Data, (b) Personal Data, or (c) any other data
processed by N1D in connection with the Services and Products that is Client's confidential
information under N1D’s Engagement Agreement executed between N1D and Client(s). All
processing of Processed Data is subject to N1D’s obligations of confidentiality under N1D’s
Engagement Agreement.

N1D will not disclose or provide access to any Processed Data to law enforcement unless required
by law or court order. If law enforcement contacts N1D with a demand for Processed Data, N1D
will invoke investigator-client privilege under the Michigan Professional Investigator Licensure Act,
MCL 338.820, et. seq. (if applicable), unless otherwise waived by Client in writing, and will attempt
to redirect the law enforcement agency to request the data directly from Client. If compelled by
court order to disclose or provide access to any Processed Data to law enforcement, N1D will
promptly notify Client and provide a copy of the demand unless legally prohibited from doing so.

Upon receipt of any other third-party request for Processed Data or access to Processed Data,
N1D will promptly notify Client unless legally prohibited from doing so. N1D will reject the request
unless required by law or court order to comply. If the request is valid, N1D will invoke investigator-
client privilege under the Michigan Professional Investigator Licensure Act, MCL 338.820, et. seq.
(if applicable), unless otherwise waived by Client in writing, and attempt to redirect the third-party
to request the data directly from Client.

In support of the above, Client acknowledges that N1D may provide Client’s basic contact
information to the third party.

Processing of Personal Data; GDPR

All Personal Data processed by N1D in connection with providing the Services is obtained as part
of either (a) Client Data, (b) data collected as part of investigative, digital forensics, eDiscovery or
cybersecurity services, or (c) data generated, derived or collected by N1D, including data sent to
N1D as a result of Client's use of service-based capabilities or obtained by N1D from locally
installed software.

Pseudonymized identifiers may be included in data processed by N1D in connection with
providing the Services and Products and are also Personal Data. Any Personal Data
pseudonymized, or de-identified but not anonymized, or data derived from Personal Data is also
Personal Data.

To the extent N1D is a processor or Subprocessor of Personal Data subject to the GDPR, N1D’s
Data Privacy Framework Policy (https://n1discovery.com/docs/DPF) shall govern, and the
language in the sub-section “Processing of Person Data; GDPR” shall be deemed to be
supplemental.
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Processor and Controller Roles and Responsibilities

Client and N1D agree that Client is the controller of Personal Data, and N1D is the processor of
such data, except (a) when Client acts as a processor of Personal Data, in which case N1D is a
Subprocessor, or (b) as stated otherwise in documents executed between the parties related to
the engagement or this DPA. When N1D acts as the processor or Subprocessor of Personal Data,
it will process Personal Data only on documented instructions from Client, related court orders,
or other related engagement documents. Client agrees that N1D’s Engagement Agreement,
Supplemental Service Request (including the DPA Terms and any applicable updates), and other
written direction provided to N1D by Client constitute Client's complete documented instructions
to N1D for the processing of Personal Data.

Any additional or alternate instructions must be agreed to according to the process of executing
a Supplemental Service Request document. In any instance where the GDPR applies and Client
is a processor, Client warrants to N1D that Client’s instructions, including appointment of N1D as
a processor or Subprocessor, have been authorized by the relevant controller.

Processing Details
The parties acknowledge and agree that:

o Subject Matter: The subject-matter of the processing is limited to Personal Data within
the scope of the section of the DPA titled “Nature of Data Processing; Ownership” above
and the GDPR.

o Duration of Processing: The duration of the processing shall be in accordance with Client
instructions and the terms of the DPA.

¢ Nature and Purpose of Processing: The nature and purpose of the processing shall be
to provide the Services pursuant to Client’s instructions in the executed Engagement
Agreement or Supplemental Service Agreement(s) and for business operations incident
to providing the Services and Products to Client (as further described in the section of this
DPA titled “Nature of Data Processing; Ownership” above.

o Categories of Data: The types of Personal Data processed by N1D when providing
Services include: (i) Personal Data that Client elects to include in Client Data and (ii) those
expressly identified in Article 4 of the GDPR that may be generated, derived or collected
by N1D, including data sent to N1D as a result of Client’s use of service-based capabilities
or obtained by N1D from locally installed software. The types of Personal Data that Client
elects to include in Client Data may be any categories of Personal Data identified in
records maintained by Client acting as controller pursuant to Article 30 of the GDPR,
including the categories of Personal Data set forth in Appendix B.

o Data Subjects: The categories of data subjects are Client’'s representatives and end
users, such as employees, contractors, collaborators, and customers, and may include
any other categories of data subjects as identified in records maintained by Client acting
as controller pursuant to Article 30 of the GDPR, including the categories of data subjects
set forth in Appendix B.
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Data Subject Rights; Assistance with Requests

N1D will make available to Client, in a manner consistent with the functionality of the product,
tools, services, and N1D’s role as a processor of Personal Data of data subjects, the ability to
fulfill data subject request to exercise their rights under GDPR so long as there are no court, legal,
or regulatory restrictions that would prevent N1D from assisting Client in responding to the data
subject’s request. If N1D receives a request from Client’s data subject to exercise one or more of
its rights under the GDPR in connection with the Services and Products for which N1D is a data
processor or subprocessor, N1D will redirect the data subject to make it request directly to Client.
Client will be solely responsible for responding to any such data subject request regarding or
relating to their data in Client Data. N1D shall comply with reasonable requests by Client to assist
with Client’s response to such data subject request.

Records of Processing Activities

To the extent the GDPR requires N1D to collect and maintain records of certain information
relating to Client, Client will, where requested, supply such information to N1D and keep it
accurate and up to date. N1D may make any such information available to the supervisory
authority if required by the GDPR.

Data Security

Security Practices and Measures

N1D has and will implement and maintain appropriate technical, administrative, and
organizational controls and measures to protect Client Data and Personal Data against accidental
or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data
transmitted, stored, or otherwise processed. N1D maintains the security measures set forth in
Appendix A for the protection of Client Data. N1D may, from time-to-time, add/remove controls,
measures, or frameworks in line with industry or governmental standards. Upon written request,
N1D shall provide available copies of security reports for itself and its vendors (including SOC
reports) to Client as soon as reasonably practicable following N1D’s receipt of Client’s request
(and within thirty (30) business days of Client’s request). Notwithstanding the foregoing, N1D
reserves the right to redact any confidential, proprietary, and/or sensitive security information
which may be contained in such security reports.

Data Encryption

N1D utilizes a secure file transfer platform to transmit Client Data and Personal Data over public
networks, unless instructed otherwise by a Client representative or the Client's Designated
Authorized Representative (“DAR”). Upon Client request, N1D can provide Client a link for them
to utilize N1D’s secure file transfer platform to transmit their data securely to N1D. N1D’s email
platform utilizes standard email encryption technology to encrypt all outbound email. Additionally,
N1D encrypts any Client Data and Personal Data that is shipped to Clients or their designated
recipient(s) via common carrier.

N1D has implemented data storage architecture that includes enterprise-grade storage hardware
that includes always-on AES-256 data-at-rest encryption that is FIPS 140-2 compliant. N1D’s
backup strategy includes fully encrypted backups.
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Data Access

N1D employs the least privilege access methodology to control access to Client Data (including
any Personal Data contained therein). N1D maintains Access Control mechanisms described in
the table titled “Security Measures” in Appendix A.

Client Responsibility

Client is responsible for implementing and maintaining privacy protections and security measures
for components that Client provides or controls, including components/devices used to access
N1D’s systems. Client is solely responsible for making an independent determination as to
whether the technical, administrative, and organizational measures for Services and Products
meet Client’s requirements, including any of its security obligations under applicable Data
Protection Requirements. Client acknowledges and agrees that (taking into account the state of
the art, the costs of implementation, and the nature, scope, context and purposes of the
processing of its Client Data including Personal Data as well as the risks to individuals) the
security practices and policies implemented and maintained by N1D provide a level of security
appropriate to the risk with respect to its Client Data and Personal Data. Client is responsible for
implementing and maintaining privacy protections and security measures for components that
Client provides or controls, including components/devices used to access N1D’s systems.

Security Incident Notification

If N1D becomes aware of a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to Client Data or Personal Data contained
therein while processed by N1D (each a “Security Incident”), N1D will promptly and without undue
delay (within 72 hours unless prevented by law enforcement) (a) notify Client of the Security
Incident; (b) investigate the Security Incident and provide Client with detailed information about
the Security Incident, unless restricted by law enforcement or court order; and (c) take reasonable
steps to mitigate the effects and to minimize any damage resulting from the Security Incident.

Notification(s) of Security Incidents will be delivered to Client via email or telephone; N1D will
strive to avoid reliance on potentially compromised systems. It is Client’s sole responsibility to
ensure Client maintains accurate contact information with N1D. Client is solely responsible for
complying with its obligations under incident notification laws applicable to Client and fulfilling any
third-party notification obligations related to any Security Incident.

N1D shall make reasonable efforts to assist Client in fulfilling Client’s obligations under GDPR
Article 33 or other applicable law or regulation to notify the relevant supervisory authority and data
subjects about such Security Incident.

N1D’s notification of or response to a Security Incident under this section is not an
acknowledgement by N1D of any fault or liability with respect to the Security Incident.

Client must notify N1D promptly about any possible misuse of its accounts or authentication
credentials or any security incident related to the Services or Products, including any N1D
systems to which Client has been granted access.
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Data Transfers and Location

Data Transfers

Client Data and Personal Data that N1D processes on Client’s behalf may not be transferred to
or stored and processed in a geographic location except in accordance with the DPA Terms and
the safeguards provided below in this section. Taking into account such safeguards and at Client’s
request, Client appoints N1D to transfer Client Data and Personal Data to the United States or
any other country in which N1D or its Subprocessors operate and to store and process Client
Data and Personal Data to provide the Services or Products, except as described elsewhere in
the DPA Terms.

All transfers of Client Data and Personal Data out of the European Union, European Economic
Area, United Kingdom, and Switzerland to provide the Services and/or Products shall be governed
by the Engagement Agreement, Supplemental Service Requests, the DPA, and the Data Privacy
Framework Policy, as applicable. In the event of any inconsistency between the Engagement
Agreement, Supplemental Service Requests, and the DPA, the inconsistency shall be resolved
so as to provide and reasonable and adequate level of data protection for the Client Data and
Personal Data under applicable law. N1D will abide by the requirements of the European
Economic Area and Swiss data protection law regarding the collection, use, transfer, retention,
and other processing of Personal Data from the European Economic Area, United Kingdom, and
Switzerland. All transfers of Personal Data to a third country or an international organization will
be subject to appropriate safeguards as described in Article 46 of the GDPR, and such transfers
and safeguards will be documented according to Article 30(2) of the GDPR.

In addition, N1D is certified to the EU-U.S., United Kingdom and Swiss-U.S. Data Privacy
Framework and the commitments they entail. N1D agrees to notify applicable Clients if it makes
a determination that it can no longer meet its obligations to provide the same level of protection
as is required under the Data Privacy Framework.

Location of Client Data at Rest

N1D will store Client Data at rest within geographic areas in systems owned, licensed, or
controlled by N1D or its Subprocessors. N1D does not control or limit the regions from which
Client, Client’s end-user or Client’s authorized representative may access or move Client Data.

Data Retention and Deletion

At the conclusion of N1D’s engagement with Client, N1D will either transfer or delete Client Data
and Personal Data according to written instruction provided by the Client and Engagement
Agreement terms, unless N1D is required to retain Client Data pursuant to regulatory/legal
requirements or court order. Client acknowledges that N1D is required to retain certain information
such as reports, analysis documents, etc. pursuant to its legal obligations under the Michigan
Professional Investigator Licensure Act, MCL 338.820, et. seq.

In the event Client abandons their Client Data, N1D shall send written notice of destruction to
Client. If Client does not respond to the notice of destruction within 90 days, then N1D shall be
authorized by the Client to delete and destroy the Client Data in its possession. Client is solely
responsible for Client Data that is abandoned and subsequently deleted.
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Processor Confidentiality Commitment

N1D will ensure that its personnel engaged in the processing of Client Data and Personal Data
(i) will process such data pursuant to instructions from Client or their Designated Authorized
Representative or as described in this DPA, (ii) will be obligated to maintain the confidentiality and
security of such data even after the engagement ends, and (iii) are aware of their requirements
under Michigan Professional Investigator Licensure Act, MCL 338.820, et. seq. N1D shall provide
periodic data privacy and security training and awareness to its employees.

Notice and Controls on Use of Subprocessors

N1D may hire Subprocessors to provide certain limited or ancillary services on its behalf. Client
consents to the engagement and to N1D affiliates as Subprocessors. The above authorization will
constitute Client’s prior written consent to the subcontracting by N1D of the processing of Client
Data and Personal Data if such consent is required under the Standard Contractual Clauses or
the GDPR Terms.

N1D is responsible for its Subprocessors’ compliance with N1D’s obligations in the DPA. N1D will
ensure via a written agreement/contract that the Subprocessor may access and use Client Data
and Personal Data only to deliver the services N1D has retained them to provide and is prohibited
from using Client Data or Personal Data for any other purpose. N1D will ensure that
Subprocessors are bound by written agreements that require them to provide, at a minimum, the
level of data protection required of N1D by the DPA, including the limitations on disclosure of
Processed Data.

Educational Institutions

If Client is an educational agency or institution to which regulations under the Family Educational
Rights and Privacy Act, 20 U.S.C § 1232g (“FERPA”), apply, N1D acknowledges that for the
purposes of the DPA, N1D is a “school official” with “legitimate education interests” in the Client
Data, as those terms have been defined under FERPA and its implementing regulations, and N1D
agrees to abide by the limitations and requirements imposed by 34 CFR 99.33(a) on school
officials.

Client understands that N1D may possess limited or no contact information for Client’s students
and students’ parents. Consequently, Client will be solely responsible for obtaining any parental
consent for any end user’s use of the Services and Products that may be required by applicable
law and to convey notification on behalf of N1D to students (or, with respect to a student under
18 years of age and not in attendance at a postsecondary institution, to the student’s parent) of
any judicial order or lawfully-issued subpoena requiring the disclosure of Client Data in N1D’s
possession as may be required under applicable law.

Page 10 of 12



N1D Data Protection Addendum
(Last updated June 26, 2026)

HIPAA Business Associate

If Client is a “covered entity” or a “business associate” and includes “protected health information”
in Client Data, as those terms are defined under the Health Insurance Portability and
Accountability Act of 1996, as amended, and the regulations promulgated thereunder (collectively,
“HIPAA”), the parties agree to execute N1D’s standard HIPAA Business Associate Agreement
(“BAA”).

California Consumer Privacy Act (“CCPA”)

If N1D is processing Personal Data within the scope of the CCPA, N1D makes the following
additional commitments to Client. N1D will process Client Data and Personal Data on behalf of
Client and not retain, use or disclose that data for any purpose other than for the purposes set
out in the DPA Terms and as permitted under the CCPA, including under any “sale” exemption, or
required by law enforcement or any law or regulation. In no event will N1D sell any such data.
These CCPA terms do not limit or reduce any data protection commitments N1D makes to Client
in the DPA Terms or other agreement between N1D and Client.

Biometric Data

If N1D is processing Client Data which contains Biometric Data, Client is solely responsible for:
(i) providing notice to data subjects, including with respect to retention periods and destruction;
(ii) obtaining consent from data subjects; and (iii) any other requirements regarding Biometric
Data under applicable Data Protection Requirements. N1D will process Client Data containing
Biometric Data following Client’'s documented instructions (as describe in the “Processor and
Controller Roles and Responsibilities” section above) and protect that Biometric Data in
accordance with the data security and protection terms under this DPA. For purposes of this
section, “Biometric Data” will have the meaning set forth in Article 4 of the GDPR and, if applicable,
equivalent terms in other Data Protection Requirements.

How to Contact N1D

If Client has any questions related to this DPA or believes N1D is not adhering to its privacy or
security commitments under this DPA, Client may contact N1D by submitting their request to N1D.
N1D’s mailing address is:

Attn: Privacy Officer
N1 DISCOVERY, LLC.
1450 W. LONG LAKE ROAD
SUITE 230
TROY, MICHIGAN 48098-6355
USA
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Change History
Date of Change Description of Change

February 2, 2026

Release of N1D’s DPA

March 2, 2026

Updated links to documents on N1D website

June 26, 2026

Updated Page 9 (to modify Data Transfers to include Client request),
Appendix A (password length increased to 12), and Appendix C (to

remove indemnification of data subjects)
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Appendix A — Security Measures

N1D has implemented and will maintain for Client Data the following security measures, which in
conjunction with the security commitments in this DPA (including the GDPR Terms) and
commitments in the Engagement Agreement, are N1D’s only responsibility with respect to the

security of data.

Domain
Organization of
Information
Security

Practices
Security Ownership: N1D has appointed one or more security officers
responsible for coordinating and monitoring the security rules and
procedures.

Security Roles and Responsibilities: N1D personnel with access to
Client Data are subject to confidentiality agreements and requirements
under the Michigan Professional Investigator Licensure Act, MCL 338.820,
et. seq.

Asset
Management of
Client Data

Asset Inventory: N1D maintains an inventory of all physical media on
which Client Data is received and all electronic Client Data received or
collected by N1D. Access to inventories of such physical media and data
is restricted to N1D personnel authorized to have such access.

Asset Handling: N1D classifies Client Data to help identify it and to allow
access to it to be appropriately restricted.

Human
Resources
Security

Security Training: N1D shall train and require its personnel regarding
relevant security procedures and their respective roles and shall
communicate and enforce the possible consequences of breaching the
security rules and procedures. N1D shall only use anonymous data in its
internal training material.

Physical and
Environmental
Security

Physical Access to Facilities: N1D limits access to its facilities where
information systems that process Client Data are located to identified
authorized individuals. Facilities have access control systems, video
surveillance systems and monitored alarm system.

Physical Access to Components: N1D securely maintains records of the
incoming and outgoing media containing Client Data.

Protection from Disruptions: N1D uses a variety of industry-standard
systems to protect against loss of data due to power supply failure or line
interference.

Component Disposal: N1D uses industry-standard processes to delete
Client Data when it is no longer needed or Client has authorized its
destruction.
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Domain
Communications
and Operations
Management

Practices

Operational Management:

¢ N1D maintains security documents describing security measures and
the relevant procedures and responsibilities of the personnel who
have access to Client Date.

e N1D has multiple layers of anti-malware controls to help avoid
malicious software gaining unauthorized access to Client Data,
including malicious software originating from public networks.

Data Recovery:

e On an ongoing basis, N1D maintains multiple copies of Client Data
from which such data can be recovered.

o N1D stores copies of Client Data and data recovery procedures in a
different place from where the primary computer equipment
processing Client Data is located.

N1D reviews data recovery procedures at least yearly.

e N1D logs data restoration efforts and information related to the

restoration process.

Data Beyond Boundaries:

e N1D encrypts Client Data that is transmitted over public networks and
provides a method for Clients to securely transmit data to N1D.

¢ N1D encrypts Client Data on media being shipped from its facilities.

¢ N1D encrypts Client Data that is picked up by courier at the request
of Clients.

Event Logging: N1D logs access and use of information systems
containing Client Data, including the access ID, time, and when available,
geolocation information, source IP addresses, and other relevant
information.

Access Control

Access Policy: N1D maintains a record of security privileges of
individuals having access to Client Data.

Access Authorization:

¢ N1D maintains and updates a record of individuals authorized to
access N1D systems that contain Client Data.

o N1D deactivates authentication credentials that have not been used
for a period of time not to exceed six (6) months.

e N1D identifies those personnel who may grant, alter, or cancel
authorized access to data and resources.

o N1D ensures that where more than one individual has access to
systems containing Client Data, the individuals have separate
identifiers/log-ins except for servers within N1D’s isolated lab
environment.

e Access to all N1D critical infrastructure and remote access ingress to
N1D systems is controlled by multi-layered access controls.
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Domain | Practices
Access Control | Least Privilege:
(continued) e Technical support personnel are only permitted to have access to
Client Data when needed.

e N1D restricts access to Client Data to only those individuals who
require such access to perform their job function.

Integrity and Confidentiality:

o N1D instructs N1D personnel to disable administrative sessions when
leaving premises N1D controls or when computers are otherwise
unattended. N1D has automated controls to ensure sessions are
disabled after a set time of inactivity.

o N1D stores Client passwords in an encrypted data vault within
N1D’s secured environment.

Authentication:

e N1D uses industry-standard practices to identify and authenticate
users who attempt to access N1D’s information systems.

o Where authentication mechanisms are based on passwords, N1D
requires that the passwords are changed regularly.

¢ Where authentication mechanisms are based on passwords, N1D
requires the password to be at least twelve (12) characters.

¢ N1D ensures that deactivated or expired identifiers are not granted to
other individuals, except for investigative purposes.

o N1D monitors and alerts on repeated attempts to gain access to N1D
information systems using invalid passwords.

¢ N1D maintains industry-standard procedures to deactivate passwords
that have been corrupted or inadvertently disclosed.

o N1D uses industry-standard password protection practices, including
practices designed to maintain the confidentiality and integrity of
passwords when they are assigned and distributed, and during
storage.

Network Design: N1D has controls to avoid individuals assuming access

rights they have not been assigned to gain access to Client Data they are

not authorized to access.
Information Incident Response Process:
Security e N1D maintains cyber insurance from a qualified and licensed
Management underwriter.

¢ N1D maintains a record of any Security Incident with a description of
the breach, the time period, the consequences of the breach, the
name of the reporter, the party to whom the breach was reported, the
procedure for recovering data, and other relevant breach information.

e For a cyber event that is a Security Incident, notification by N1D (as
described in the “Security Incident Notification” section of the DPA
Terms) will be made without undue delay and pursuant to the Security
Incident Notification section of the DPA.

Service Monitoring: N1D IT, security personnel, and security vendors
review logs and propose remediation efforts if necessary.
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Domain Practices
Business ¢ N1D maintains emergency and contingency plans for the facilities in
Continuity which N1D information systems that process Client Data are located.
Management ¢ N1D’s redundant storage and its procedures for recovering data are

designed to attempt to reconstruct Client Data in its original or last-
replicated state from before the time it was lost or destroyed.
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Appendix B — Data Subjects and Categories of
Personal Data

Data subjects: Data subjects include the Client’'s representatives and end-users including
employees, contractors, collaborators, and customers of the Client. Data subjects may also
include individuals or entities attempting to communicate or transfer personal information to users
of the services provided by N1D. N1D acknowledges that, depending on Client’s use of the
Services and Products, Client may elect to include personal data from any of the following types
of data subjects in the personal data:

Employees, contractors and temporary workers (current, former, prospective) of Client;
Dependents of the above;

Client’'s collaborators/contact persons (natural persons) or employees, contractors or
temporary workers of legal entity collaborators/contact persons (current, prospective,
former);

Users (e.g., customers, clients, patients, visitors, etc.) and other data subjects that are
users of Client's services;

Partners, stakeholders or individuals who actively collaborate, communicate or otherwise
interact with employees of the Client and/or use communication tools such as apps and
websites provided by the Client;

Stakeholders or individuals who passively interact with Client (e.g., because they are the
subject of an investigation, research or mentioned in documents or correspondence from
or to the Client);

Minors;

Professionals with professional privilege (e.g., doctors, lawyers, notaries, religious
workers, etc.); or

Parties to legal action related to or involving Client.

Categories of data: The personal data that is included in email, documents and other data in an
electronic form. N1D acknowledges that, depending on Client’s use of the Products and Services,
Client may elect to include personal data from any of the following categories in the personal data:

Basic personal data (e.g., place of birth, street name and house number (address), postal
code, city of residence, country of residence, mobile phone number, first name, last name,
initials, email address, gender, date of birth), including basic personal data about family
members and children;

Authentication data (e.g., username, password or PIN code, security question, audit trail);
Contact information (e.g., addresses, email, phone numbers, social media identifiers;
emergency contact details);

Unique identification numbers and signatures (e.g., Social Security number, bank account
number, passport and ID card number, driver's license number and vehicle registration
data, IP addresses, employee number, student number, patient number, signature, unique
identifier in tracking cookies or similar technology);
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Pseudonymous identifiers;

Financial and insurance information (e.g., insurance number, bank account name and
number, credit card name and number, invoice number, income, type of assurance,
payment behavior, creditworthiness);

Commercial Information (e.g., history of purchases, special offers, subscription
information, payment history);

Biometric Information (e.g., DNA, fingerprints and iris scans);

Location data (e.g., Cell ID, geolocation network data, location by start call/end of the call.
Location data derived from use of wifi access points);

Multimedia information (e.g., photos, video and audio);

Internet activity (e.g., browsing history, search history, applications, reading, television
viewing, radio listening activities);

Device identification (e.g., IMEI number, SIM card number, MAC address);

Profiling (e.g., based on observed criminal or anti-social behavior or pseudonymous
profiles based on visited URLSs, click streams, browsing logs, IP-addresses, domains, apps
installed, or profiles based on marketing preferences);

HR and recruitment data (e.g., declaration of employment status, recruitment information
(such as curriculum vitae, employment history, education history details), job and position
data, including worked hours, assessments and salary, work permit details, availability,
terms of employment, tax details, payment details, insurance details and location and
organizations);

Education data (e.g., education history, current education, grades and results, highest
degree achieved, learning disability);

Citizenship and residency information (e.g., citizenship, naturalization status, marital
status, nationality, immigration status, passport data, details of residency or work permit);
Information processed for the performance of a task carried out in the public interest or in
the exercise of an official authority;

Special categories of data (e.g., racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data for the
purpose of uniquely identifying a natural person, data concerning health, data concerning
a natural person’s sex life or sexual orientation, or data relating to criminal convictions or
offences); or

Any other personal data identified in Article 4 of the GDPR.
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Appendix C — Additional Safeguards Addendum

By this Additional Safeguards Addendum to the DPA (this “Addendum”), N1D provides additional
safeguards to Client for the processing of personal data within the scope of the GDPR by N1D on
behalf of Client and additional redress to the data subjects to whom that personal data relates.
This Addendum supplements and is made part of, but is not in variation or modification of, the
DPA.

1. Challenges to Orders. In the event N1D receives an order from any third party for
compelled disclosure of any personal data processed under this DPA, N1D shall:

a. use every reasonable effort to redirect the third party to request data directly from
Client;

b. promptly notify Client, unless prohibited under the law applicable to the requesting
third party, and, if prohibited from notifying Client, use all lawful efforts to obtain the
right to waive the prohibition in order to communicate as much information to Client as
soon as possible; and

c. assist Client, at their request and at N1D’s standard rates, with its challenge to the
order for disclosure on the basis of any legal deficiencies under the laws of the
requesting party or any relevant conflicts with applicable law of the European Union or
applicable Member State law.

If, after the steps described in a. through c. above, N1D or any of its affiliates remains
compelled to disclose personal data, N1D will disclose only the minimum amount of that
data necessary to satisfy the order for compelled disclosure.

For purpose of this section, lawful efforts do not include actions that would result in civil or
criminal penalty such as contempt of court under the laws of the relevant jurisdiction.

2. Exercise of Rights. Rights granted to data subjects under this Addendum may be
enforced by the data subject against N1D irrespective of any restriction in Clauses 3 or 6
of the EU Standard Contractual Clauses. The data subject may only bring a claim under
this Addendum on an individual basis, and not part of a class, collective, group or
representative action. Rights granted to data subjects under this Addendum are personal
to the data subject and may not be assigned.

3. Notice of Change. N1D agrees and warrants that it has no reason to believe that the
legislation applicable to it or its sub-processors, including in any country to which personal
data is transferred either by itself or through a sub-processor, prevents it from fulfilling the
instructions received from the Client and its obligations under this Addendum or the and
that in the event of a change in this legislation which is likely to have a substantial adverse
effect on the warranties and obligations provided by this Addendum or the EU Standard
Contractual Clauses, it will promptly notify the change to Client as soon as it is aware, in
which case Client is entitled to suspend the transfer of data and/or terminate the contract.
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